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Abstract. Health-providing institutions can no longer handle cyber security issues associated with using
Hospital Database Management Systems (HDMS) with kid gloves. Data breaches in HDMS are a serious threat
to the underlining business objective. The damaging effects of data breaches result in loss of sensitive data,
operational downtime, financial losses, and reputational harm. Often, this leads to stigmatization,
discrimination, insurance loss, employment loss and, in extreme cases, legal action. This study investigates the
Hospital Database Management system in a selected hospital in South-South Nigeria for the possibility of a
medical record data breach. A concise penetration test was carried out on the hospital database to expose
instances of data breaches from the network. Findings from the Pentest proved that systems could be affected by
inherent threats and vulnerabilities. The study designed an incident response framework according to the
NIST.SP.800-61R2 standard, which was later implemented and evaluated on the existing HDMS for data breach
mitigation (in the selected hospital). The designed incident response framework (IRF) serves as a paradigm for
hospitals where a proper incident response plan is lacking. The study recommends that hospitals carry out
penetration tests on their information systems from time to time to uncover red flags for data breaches. The IRF
should be implemented on systems to mitigate breaches.

Keywords: Incident response framework, Hospital database management system, Computer security incidents,
Data breach, Penetration testing.

1.0 Introduction

Medical records contain one of the most sensitive personal identifying information (PIl) about individual patients
(Smith, 2016). The application of advances in information systems and technology has led to the implementation of
hospital database management systems (HDMS). These innovations connect medical research, clinical records,
diagnosis, operational and financial systems to the central network infrastructure for large hospital databases.

Accordingly, the hospital largely depends on the network for its day-to-day service delivery.
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Irrespective of the benefits, the severity of cyber security associated with HDMS cannot be understated”. cyber security
issues associated with using HDMS cannot be handled with kid gloves. Data breaches in HDMS are a severe threat to the
underlining business objective. The damaging effects of data breaches result in the loss of sensitive data, operational
downtime, financial loss, reputational harm, and in extreme cases, legal action (Meta_Compliance, 2020), not to mention

the privacy of individuals. Choi (2021) have established that data breaches constitute a continuous threat to hospitals.

The security of patient and research data related to the hospital system must receive top priority (Czeschik, 2018). The
complexity of hospital systems and technological practices involved has exposed the systems to several vulnerabilities
(Branch, 2018). Daramola et al. (2019) revealed that medical identity fraud, theft, and impersonation are currently the
primary concern of healthcare systems in Nigeria. Recent studies indicate that many investigations on incident response
were often based on event studies, reviews of papers and works of literature, interviews, etc. (Abernathy & McMillan,
2018; Burkhead, 2014; Line, 2015). In this study, however, the researcher based the findings on practically applied tests
using the population of the study.

Feedback from this application will be the basis for improvement on the existing recommendations for handling

cybersecurity incidents in a threatened healthcare-providing database management system.
1.2 Contribution to knowledge base

This work will generate a well-defined Incident Response Model that can curb the activities of hackers in a automated
hospital environment. Findings reached will help protect valuable patient data in a hospital. The model will significantly
enhance data protection and privacy in the hospital database management systems. More importantly, the model will

serve as an Incident Response tool a threatened hospital DBMS.

2.0 Research Background and Objectives

The protection of medical records is of great importance in healthcare-providing institutions (Smith, 2016). Towbin
(2019) reported a phishing attack against a health insurance company. Hackers had access to download over 80 million
patient records, including names, birthdates, Social Security numbers, email addresses, and phone numbers. Neprash’s et
al. (2022) study revealed that 374 ransomware attacks launched on the United States Healthcare institutions exposed
close to 42m personal health information (PHI) of patients from 2016 to 2021. In 2020 alone, HIPAA healthcare data
breach report indicated over 500 data breaches at more than 1.76 per day from the healthcare providers and their
associates (HIPAA, 2020). More specifically, it has been shown that Nigeria has become a significant source and target
of harmful internet activities, with a vast majority of well-educated and technologically knowledgeable yet unemployed

youth spending valuable time and energy on diverse online activities Ofusori (2019).

Hence the study is guided by the following research questions:

1. What factors (cyber threats or otherwise) are affecting the HDMS?
2. What does a penetration test of HDMS reveal?

3. How can data breaches and cyber-attacks be mitigated using an incident response model?

2. Related Literature

2.1 Information Security

The NIST.SP.800-12R1 defines information security as the protection of information systems from unauthorized use,



access, disruption modification, disclosure, or destruction. Information security enables the safety of operations for
system applications and protects organizational data, thereby safeguarding the technological assets in use (Nieles et al.,
2017). According to Thompson (2018), certain activities that constitutes the ABC of information security must be in

place.

2.2 Data Breach

Data, referred to as the "new oil" (Nirmal,2018) with an elevated status, is one of the most important assets in any
organization (Juma’h & Alnsour, 2020). Hence, companies like Google, Amazon, Alibaba, Facebook, Tesla and so on,
thrive on data, so do other organizations and individuals the world over. A data breach could be defined as a security
incident involving the disclosure, manipulation, destruction, or access to data which could be either intentional or
unintentional (Fowler, 2016). The threat of losing control over data is a serious issue that affects everyone. Data breaches
expose the inherent internal control deficiencies in an organizations’ information system. However, the basis of data

breach is usually an existing vulnerability in the system, which could be exploited (Schlackl et al., 2022).

Hence, it is important that companies keep upgrading their IT controls to reduce risks of data breaches and cyber security
incidents. Several organizations adopt different guidelines to mitigate the risk of data breaches. Some protection
techniques adopted by companies according to Juma’h and Alnsour (2020) include data encryption, system authentication,

firewalls and user access controls among others.

2.3 Computer Security Incidents

Security incidents are bound to occur. However, the level of damaging impact on an organization is significantly
determined by the strength of the response. It is essential to note that an organization’s incident response policies must be
well designed, adequately communicated, and followed to address satisfactorily and specifically cyberattack incidents in
the organization. According to the NIST.SP.800-61R2 a computer security incident is any event that constitutes a threat
to computer security policies and violates standard or normal security practices (Cichonski et al., 2012).

While there is an increase in the complexity of cybersecurity threats in today’s society, an organization can respond to
and contain the scope of a security attack by employing efficient incident management (Chapple et al., 2021) techniques.

Regrettably, there is limited capability in applying existing cybersecurity controls (Sabbagh, 2019).

Using defensive measures referred to as incident response in Burkhead’s (2014) study, organizations’ responsesS to
information security attacks is the key to solving cybersecurity problems. Roberts and Brown (2017) argue that

incident response

requires detecting and identifying intrusions, gathering, and developing a proper understanding of such intrusions, and

developing executable plans to remove the intruders.

Burkhead (2014) investigated information security incidents from the experience of information security (IT)
professionals who provide or respond to security incident reports during information security management in the private
sector. He utilized the phenomenal qualitative research approach. He discovered that: information security detection
were not accomplished using technical tools and organizations provisioned incident response resources have not
developed (at the time of his research) beyond returning the system to service. Also, forensic studies were never done for
criminal investigations. Apart from the military, all other organizations did not implement the lessons learned from
security breaches or incidents. Burkhead (2014) claimed this was a result of limited or inadequate resources and
undeveloped procedures and processes, and since a more significant number of the security incidents experienced had

not resulted in substantial breaches of protected data.



The next section describes the conceptual framework for this study.

3.0 Contingency Plan for Data Breach Mitigation Model (CPDBMM)

The conceptual framework for the research is the Contingency Plan for Data Breach Mitigation Model

Diagrammatically, represented as follows:
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Fig. 1: Combination of Contingency and Routine Activity Theories to achieve a conceptual model (CPDBMM). Author's
own design

Starting from the middle of the model is the incident response plan, which indicates the centre of operation. The absence
of the incident response plan in the organization paves the way for an ill-intentioned attacker to launch a successful
attack on the vulnerable automated hospital database management system. This unfortunate event results in a data breach.
On the other lower side of the divide is the incident response plan in use. There are contingency variables on the left side,
such as information security threats, vulnerabilities, and so on. With the incident response plan adequately applied, the
system experiences a secured HDMS. The hospital's primary objectives (to provide efficient, quality, uninterrupted,
modern technological medical services using HDMS and to ensure secured patient/research data and financial and

administration records) are realized.

The hospital here is an organization that relies on the processes and procedures of the social and technical components,
which include information systems and other infrastructures in use. The implementation of an Incident response plan on
an AHDMS is a critical security policy by top management. The aim is to achieve joint optimization — by each data

breach mitigation, making the hospital realize its objectives.

3.1. Incident Response

Incident response is a security measure guided by existing and standardized Cybersecurity frameworks such as the US
NIST.SP.800-61R2. Incident response is the process applied for identifying, investigating, and resolving various

computer security issues with the aim of restoring system to normalcy in case of a data breach. The security incidents



include all kinds of malicious activities on a network and PC level, ranging from Denial of Service (DoS) attacks and
hacking attempts to malware and compromised systems. According to Roberts and Brown (2017), incident response
requires detecting and identifying intrusions, gathering and developing a proper understanding of such intrusions, and

developing executable plans to remove the intruders

3.2. The incident Response Process
These recommended plans, according to the US NIST.SP.800-61R2 (Cichonski et al., 2012) include: Preparation,
Detection, Analysis, Containment, Eradication and recovery, and Post-incident Activity (lesson learned).Below is a

diagram of the NIST recommendation for incident response:

Fig 2. The NIST recommended phases of cybersecurity incident response Source: (Cichonski et al., 2012- Updated by
author)

Preparation refers to the readiness to address security issues when they occur. This proactive phase places a lot of
demand on the system. The need to prepare channels for communication with primary and secondary contacts such as
incident response teams and law enforcement agencies; mechanisms for incident reporting, network mapping (diagrams).
Provision of critical assets catalogues, jump Kits for the rescue team. Incident handling software and hardware collection,

user awareness trainings, malware detection and prevention software installation, general network, and host security.

Detection and Analysis: this involves defining the nature of attack vectors to identify, detecting signs of security
incidents by use of intrusion detection programs (IDPs) to constantly watch over the network for indicators of
compromise and more. Analysis demands validation and scrutiny of the occurrence of an incidence on the organization’s

network.

Containment Eradication and Recovery: Containment and recovery is carried out to minimize the adverse effects of a
security incident on the system. The impact of an incident must be determined to envisage its recovery. Also, the
escalation level must be established in the organization by the parties involved, appropriate notification is expected for
prioritized and analyzed incidents (Microsoft, 2023). A successful eradication targets eliminating the root cause of the
security incident. In this process, the adversary should be totally evicted from the environment. Also, the vulnerability

that exposed the system to such an attack must be mitigated to avoid future re-entry of the attacker.

Recovery: the recovery process is hinged on a proper containment and eradication. The last known configurations or
good state of the system must have been saved during the detection phase. The system is gradually brought back to that

state by restoring backups until the system becomes functional as expected (Microsoft, 2023).

Post-incident activity. It is often said that “once beaten twice shy”. It is enough to suffer a first attack however,
subsequent attacks should not be meet one unprepared. The post-activity or lessons learned is a vital phase of the incident

response model. The phase require that a lessons learned meeting be held with all the parties involved after handling a



major incident (Microsoft, 2023). In such a meeting, a complete review of all that occurred is carried out. Mitigation
measures that were adopted, the merits and demerits of the adopted measured must also be discussed. Reports from a

lesson learned meeting serves as a training resource for new team members.

4. Methodology

4.1 Research Design

The primary aim of this paper is to solve the problem of security issues regarding the hospital database management
systems. To achieve the research objectives, a sequential mixed methods design was employed, using the quantitative
design followed by the qualitative (Schoonenboom & Johnson, 2017) approach within the design science research

approach.

To determine the views and interactions of staff with the system, a questionnaire was administered to 40 medical record
staff selected through a purposive sampling method from the selected hospital. The aim of the questionnaire was to
ascertain information security practices of the medical record and IT Unit of the hospital and identify the need for

conducting the Penetration test.

A follow-up to this was the deployment of a penetration test on the database management system in use by the hospital
by use of Penetration testing tools for monitoring vulnerabilities over the network and ascertain the possibility of data
breach occurrence. Using the design science approach, an incident response framework for database management
systems was designed. by investigating security issues involved in handling a hospital's database management system

(HDMS) and keep track of situations that could result in a data breach so that they can be mitigated

5. Data Analysis and Findings

To ensure brevity, just a set of the study results was presented in this paper. Hence, three research questions were used to

address the study’s research objectives.

1. What factors (cyber threats or otherwise) affect the HDMS?

Forty copies of the questionnaire were administered to medical records staff of the target hospital to identify and rate the

severity of the threats to the Hospital Database Management System.

Table 1: Possible Threats to HDMS

Threats Severe | Moderate | Mild
1. Malicious code attacks 13 16 11
2. Unauthorized access 13 18 9
3. Computer Misuse 16 17 7
4. Medical record Theft 18 14 8
5. SQL Injection 15 13 12
6. Computer hoaxes 11 20 9
7. Unauthorized Utilization of Services 15 16 9
8. Privilege Escalation and Elevation 13 20 7
9. Excessive Privilege Abuse 14 17 9




10. Legitimate Privilege Abuse 21 12 7

11. Storage media Exposure 18 14 8

12. Malware 13 17 10

Effect of threats on the HDMS

Findings from the respondents indicated that Legitimate Privilege Abuse constituted the highest threat to HDMS as
identified by 52. 5% of the respondents. Storage media Exposure and Medical record Theft were identified by 45% of
respondents as the second most severe. The implication of the result is that Legitimate Privilege abuse is the greatest

threat to hospital database of the hospital database management system.

Research question 2
What does a penetration test of HDMS reveal in an information system?

Penetration Test Reports and Interpretation

Penetration testing is done by ethically stress-testing the information security infrastructure to identify security issues that
were during the software development life cycle. The goal of the pen test is to discover the threats and vulnerabilities

before an adversary could take advantage of such to attack the system.

According to Baloch (2015) penetration testing, an aspect of ethical hacking is made up of methods and procedures for
testing an organization’s security. To check the possibility of attackers exploiting discovered vulnerabilities to access
organization’s access in an unauthorized manner, a pen test must be carried out. This form of offensive security are the

techniques used to discover inherent flaws in the information system or network (Syed et al., 2020). It is an evaluation of

the ability of an organization to protect IT infrastructures such as computer systems, applications, network and other

valuable assets against security threats be it external or internal (EC-Council, 2021).

Penetration Test Results Exposing Vulnerabilities in HDMS

Pen Test Scenario 1: Information Pre-engagement or information gathering.

The first stage of penetration test is information gathering. Once the information about the organization has been
obtained from an elaborate penetration test, the outcome can be used by hackers to access sensitive information about the

organization. Figure 2 below is an output for the information gathering stage of the penetration test. The test reveals a

grave vulnerability on the database: the expiration date of the domain hosting the hospital’s site.
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Fig 3 Penetration test out for information gathering phase
What happens when domain hosting expires?

When a domain expires it becomes inactive immediately and all the services attached to it cease to function including
updates to the domain. The domain will remain available for reactivation at the regular domain rate under the list of
Expired Domains. Domain’s expiration can constitute a serious security risk. For instance, Alowaisheq et al. (2020)
revealed that most expired domains were often repurchased without the consent or control of previous domain owners.
This activity is capable of grounding business operations of the affected domain owner, resulting in a failed business
development goal. Malicious attackers may leverage on that and access redundant domains to launch a variety of attacks
against organizations. Some of such attacks include Phishing and business email compromise attacks, ransomware, and
supply chain attacks and more. Taking over an expired domain simplifies almost any compromise in which an attacker
uses an ostensibly legitimate identity to circumvent defenses.

Research Question 3

How can data breaches and cyber-attacks be mitigated using an incident response model?
The purpose of this study has been to design an incident response framework according to NIST.SP.800-61R2 standard
(Cichonski et al., 2012). This section unveils the incident response framework that will be utilized to curb and mitigate

instances of data breach that could occur in a hospital data base management system. See figure below.

Data breach Mitigation Framework Design
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Fig 4. Data Breach Mitigation Incident Response Framework

The proposed design above begins with creating a hospital database management system (where such a design is absent)
that connects to the hospitals daily operations. A total backup is implemented for the hospital’s operational activities. A
penetration test is run on the information system (IS) from time to time that can expose inherent threats and
vulnerabilities on the IS. This penetration test is in line with Syed et al. (2020) that prescribe penetration testing as an
offensive security measure for hospital databases to discover flaws or vulnerabilities on the network. The Incident

response framework phases (as discussed above) are then deployed on the information system to curb data breaches.

4.0 Conclusion and Recommendations

To overcome cybersecurity issues associated with operational and dynamic databases connected to a network, much
preparation must be enforced. The purpose of this study is accomplished by the designed incident response framework
(IRF) that serves as a paradigm for hospitals where a proper incident response plan is lacking. The study recommends
that hospitals carry out penetration tests on their information systems from time to time to uncover red flags for data

breaches. The IRF should be implemented on operational hospital data base management systems to mitigate breaches.
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