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Abstract

Companies are struggling to thrive in the evolving industry, marked by
the Industry 4.0 revolution, driven by technologies such as the Internet
of Things, Artificial Intelligence, Cloud Computing, Big Data, among
others. The integration of these innovations is challenging due to internal
and external barriers, such as budget constraints, employee resistance,
technical skills gaps, and traditional organisational culture. The primary
objective of the study is to analyse the barriers that companies face during
the deployment of Industry 4.0 technologies and how these barriers
impact the expected outcomes. It uses secondary data from a survey
conducted by the Brazilian National Confederation of Industry (CNI)
with 1,691 companies to establish a connection between these barriers
and the Brazilian industrial landscape. The study provides insights into
the challenges that hinder the progress of Industry 4.0 and informs
strategic decision-making in the context of the Four Smarts: Smart
Products, Smart Manufacturing, Smart Supply Chain, and Smart
Working. It emphasises the importance of overcoming barriers for a
successful adoption of Industry 4.0 and highlights the relevance of the
TOE framework in analysing these issues.
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1. Introduction

In recent years, the concept of Industry 4.0 (14.0) has emerged as a
revolutionary paradigm reshaping the global industrial landscape. This phenomenon
represents the next stage in the evolution of manufacturing, driven by the convergence
of cutting-edge technologies [1]. Companies have actively sought the adoption of 14.0
technologies due to the wide range of benefits and opportunities that this approach
offers [2].

While 14.0 promises substantial technological advancement, companies

encounter numerous barriers during its adoption and implementation [3] [4]. Notably,
internal barriers pose significant challenges. One crucial concern is the organisational
resistance to change, where employees may apprehend the replacement of human tasks
with automation, leading to discomfort and uncertainty regarding the future of their
roles [5].
At the same time, external barriers also pose challenges. Regulation and compliance
with government standards can be an obstacle, especially in highly regulated sectors
[6]. The need to adhere to stringent data security and privacy requirements can delay
the implementation of innovative technologies [7]. Therefore, the presence of internal
and external barriers can impact the realisation of the expected benefits of 14.0
technologies. According to [8], only four out of ten companies made good progress in
moving towards Industry 4.0, and most companies either made no progress or had
limited progress due to various challenges in implementing 14.0 technologies.

Despite ongoing debates on this topic, it is still unclear what the influence is
when internal and external barriers are present in organisations that have adopted
technologies related to the 'Four Smarts'.

Therefore, this study aims to examine how internal and external barriers affect
organisations that have implemented 14.0 technologies focused on the 'Four Smarts' for
distinct objectives. To achieve this purpose, our research focuses on the following
question: What influence do internal and external barriers have on organisations that
have adopted Industry 4.0 technologies, particularly concerning the Four Smarts, in
achieving benefits related to environmental and social aspects, operational
performance, and a higher degree of innovation?

To address this research question, we adopted the Technology-Organisation-
Environment (TOE) framework as an analytical framework to explore the relationship
between the deployment of 14.0 technologies and the presence of barriers, both internal
(related to the organisation) and external (related to the environment). To do this, we
used data from an extensive survey conducted by the Brazilian National Confederation
of Industry (CNI) published in 2022, which focused on adopted 14.0 technologies and
associated barriers in the Brazilian industry.

2. Theoretical background and hypotheses development

Using the TOE model as a reference, the factors influencing technology
adoption in 14.0 can be categorised into three main domains: within the technological
factors, the specific characteristics of the technology are considered, such as its
complexity, compatibility with existing systems, perceived advantages, ease of use, and
flexibility [9]. Organisational factors are related to the organisation's internal structure,
including organisational culture, capacity for innovation absorption, supportive



leadership, availability of financial and human resources, and existing organisational
processes [10]. Finally, Environmental factors encompass the organisation's external
environment, such as government regulations, competitive pressures, customer and
business partner expectations, and market trends [11]. We suggest that the TOE
framework can serve as a theoretical framework to deepen our understanding of the
factors constraining and influencing the industry's outcomes in a developing country
like Brazil. This approach will enable us to examine the outcomes resulting from the
barriers faced by organisations in the Brazilian industry that already adopted 14.0
technologies.

2.1 The Four Smarts of Industry 4.0 and Technology dimension

The ‘Four Smarts’ of Industry 4.0, encompassing the principles of Smart
Manufacturing, Smart Products, Smart Supply Chain, and Smart Working, represent
the essential foundations of contemporary industrial transformation [12]. Within the
realm of Smart Manufacturing, advanced automation, the Internet of Things (loT), and
real-time data analytics play a central role in creating highly adaptable and
interconnected production environments [1]. Concerning Smart Products, 10T sensors,
artificial intelligence (Al), and machine learning converge, enabling data collection,
learning usage patterns, and intelligent responses, resulting in customised and
interactive products [13]. In the Smart Supply Chain context, technologies such as
blockchain, 10T, and big data analytics are employed to establish transparent and
efficient supply chains, allowing real-time tracking and optimised inventory
management [14]. Finally, Smart Working utilises augmented reality (AR), virtual
reality (VR), and advanced data analytics to create innovative and secure work
environments, enhancing operational efficiency and ensuring safer and more
productive workplaces [5]. These intricate interactions among technologies are pivotal
in successfully implementing the ‘Four Smarts’, emphasising the significance and
depth of digital transformation in Industry 4.0.

In TOE perspective, the technology dimension explains the characteristics of
the technology itself, including its functionality, complexity, compatibility with
existing systems that enables the ‘Four Smarts’ for organisations. Organisations must
conduct a detailed analysis of specific technological characteristics in implementing
these smarts, such as complexity, compatibility, perceived advantages, ease of use, and
flexibility. This analysis is crucial to ensure the successful adoption and deployment of
14.0 technologies. This set of outcomes leads us to the hypothesis below:

H1. The adoption of Industry 4.0 technologies associated with Smart Products,
Smart Manufacturing, Smart Supply Chain, and Smart Working led companies to
achieve the following benefits: (a) Environmental and Social aspects, (b) Operational
performance, and (c) Innovation.

2.2 Internal barriers for the Four Smarts and Organisation dimension

Research indicates that implementing Industry 4.0 is a complex process, and
many companies in different countries face challenges due to various barriers [15].
Internal barriers within organisations constitute the obstacles, challenges, and
resistances that arise within the company’s structure during innovation processes or the



adoption of new technologies [16]. These barriers can manifest in various ways,
including employee resistance, lack of skills or knowledge necessary for
implementation, rigidity in organisational culture, ineffective leadership, and scarcity
of financial or technological resources. When organisations face internal barriers such
as employee resistance, lack of technical skills, traditional organisational culture, or
lack of support from top management, adopting and deploying new technologies can
be delayed or even halted.

The internal barriers organisations face is inherently connected to the
organisational factors outlined by the TOE model. When a company encounters internal
challenges in adopting and deploying technologies, these difficulties are often linked to
its organisational structure, culture, resources, and existing processes [17].
Implementing a new technology often requires a complete overhaul of organisational
processes. If leaders do not demonstrate commitment or do not emphasise the
importance of innovation, employees lack motivation to accept new technologies.

H2. The presence of internal barriers associated with Lack of infrastructure
and knowledge, Economic aspects, and Cultural factors hampers the deployment of
Industry 4.0 technologies and consequently their outcomes: (a) Environmental and
Social aspects, (b) Operational performance, and (c) Innovation.

2.3 External barriers for the Four Smarts and Environment dimension

The external barriers in organisations consist of elements derived from the
external environment that can either facilitate or hinder the deployment of new
technologies. These barriers are rooted in factors coming from the external
environment, encompassing government regulations, public policies, market
competition, customer expectations and demands, social acceptance, and economic
conditions. Government regulations can impose specific restrictions on the type of
technology a company can adopt, while market competitive pressure encourages
organisations to embrace innovations to maintain their relevance and competitiveness
[11].

The external barriers organisations face can be analysed through the
environment dimension of the TOE framework. In this context, the external
environment encompasses various elements such as government regulations, market
competition, customer expectations, social acceptance, and economic conditions. When
an organisation encounters challenges in these areas, it hampers the adoption and
deployment of new technologies.

H3. The presence of external barriers associated with technical norms, lack of
partnerships and support, and lack of infrastructure and skills hampers the deployment
of Industry 4.0 technologies and consequently their outcomes: (a) Environmental and
Social aspects, (b) Operational performance, and (c) Innovation.

3. Research method

Our study utilises secondary data from a Special Survey on Industry 4.0
organised by the Brazilian National Confederation of Industry [18]. CNI serves as the
primary representative body for the Brazilian industry, advocating and promoting



public policies that support entrepreneurship and industrial production. It represents 27
state federations of industry and 1,280 trade unions, with almost 700 thousand
companies affiliated. This extensive survey was conducted five years after Special
Survey No. 66, which in 2016 gathered data concerning the expected benefits of
Industry 4.0 for the Brazilian industry. The survey population comprises exclusively
companies engaged in production activities, encompassing transformation and
extractive sectors. CNI collected 1,691 responses from enterprises, with 40.46%
classified as small, 35.89% as medium, and 23.65% as large industrial companies
across 27 sectors in Brazil.

The survey questionnaire comprises four main groups of questions: (i)
Adoption of Industry 4.0 Technologies, encompassing a list of 18 digital technologies;
(if) Achieved Benefits, featuring a list of 11 benefits derived from the adoption of
digital technologies; (iii) Internal Barriers, including a list of eight barriers associated
with technology adoption; and (iv) External Barriers, incorporating a list of seven
barriers associated with technology adoption.

4. Results and Discussion

We adopted the TOE framework as a theoretical lens to elucidate the
relationship between deploying 14.0 technologies and the internal (organisational) and
external (environmental) barriers. Our principal finding highlights that for enterprises
that have already embraced 14.0 technologies to enable the 'Four Smarts', internal
barriers exert a more pronounced influence on their pursuit of benefits. This finding is
particularly promising, suggesting that external barriers are more challenging for
companies that have not yet adopted 14.0 technologies.

In essence, organisations already equipped with 14.0 technologies are not
significantly swayed in their outcomes by external barriers related to technical norms,
the absence of partnerships and support, and deficiencies in infrastructure and
workforce skills. This observation reflects prior 14.0 and sociotechnical systems
research [19] [20], which underscored the pivotal role of the external environment in
influencing the decision to adopt or forgo technologies. However, as articulated by [21]
[22], when companies have already integrated 14.0 technologies, the deployment phase
appears relatively impervious to these external barriers. In essence, this implies that
enterprises equipped with 14.0 technologies have effectively addressed external factors
that could impact their outcomes, and these are not decisive factors in impeding their
technology deployment. Conversely, when confronting internal barriers, companies
face challenges during the deployment phase, which directly influences their outcomes.

Furthermore, our study unveiled a direct negative association with Smart
Manufacturing, which can be attributed to companies' tendencies to concentrate on
operational improvements such as productivity, quality, lead time, and takt time

[1][23].

Moreover, our research revealed a negative association with cultural factors, implying
that organisations with rigid organisational cultures or challenges in integrating new
technologies do not represent significant obstacles to achieving environmental and
social outcomes. This suggests that companies may have effectively surmounted this
obstacle when adopting 14.0 technologies, rendering it a less critical determinant of



their sustainable outcomes. The negative association of external barriers, such as the
lack of partnerships and support, indicates that companies focusing on Smart Products
solutions are less likely to have their sustainable outcomes undermined by this barrier.
[24] elucidate that Smart Products solutions facilitate companies' interactions with
internal and external customers, rendering the company more responsive and efficient
in its processes, enhancing sustainable outcomes. Finally, although concerns and
benefits may exhibit similarities, small enterprises may encounter additional
challenges, such as higher implementation costs relative to their scale and limited
resources to invest in Industry 4.0 technologies, such as smart supply chains. However,
through appropriate strategies and collaborative partnerships, small businesses can
harvest the expected benefits within the context of Industry 4.0 [25] [26] [27] [28] [29].

5. Conclusion

The study delves into the challenges companies face in deploying Industry 4.0 (14.0)
technologies associated with the 'Four Smarts'. Employing the Technology-
Organisation-Environment perspective as the theoretical framework, the research
examines the technology (T), organisation (O), and environment (E) dimensions. By
scrutinising the implications of these technologies for pursued benefits, particularly in
the face of internal and external barriers, this study contributes to ongoing discussions
on technology integration. However, it's important to note that using CNI data may
constrain the outcomes to the specific context of the Brazilian industry. While the CNI
data offers industrial national representativeness, caution should be exercised when
attempting to extrapolate the findings to other countries. There is significant potential
for future research to expand upon this study. For instance, exploring strategies to
overcome the challenges associated with deploying the 'Four Smarts' amidst barriers
could be a fruitful area of investigation. Additionally, studying the synergy among the
'Four Smarts' to overcome such obstacles and implement human-centric systems
presents another promising avenue for inquiry.
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